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LV�D�KDUGZDUH�GHYLFH�ZKLFK�VLPSO\�FRQQHFWV
WR�WKH�86%�SRUW�RI�D�3HUVRQDO�&RPSXWHU�

:KHQ�LW�LV�SOXJJHG�LQ�LW�SHUPLWV�VHFXUH�DQG
XQDPELJXRXV�LGHQWLILFDWLRQ�RI�WKH�XVHU�DQG

WKH�WUDQVDFWLRQ�RI�WKH�GDWD��ZKLFK�LV�HQFU\SWHG�
LQ�DOO�:HE�EDVHG�DSSOLFDWLRQV
IRU�,QWHUQHW�,QWUDQHW�([WUDQHW�
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,QWHUQHW� LV� WKH� PRVW� HIILFLHQW� PHDQV� RI
GLVWULEXWLQJ� LQIRUPDWLRQ�� ,W� KDV� LQILQLWH
SRWHQWLDO�� KRZHYHU�� WRROV� DUH� QHHGHG
ZKLFK� ZLOO� DOORZ� \RX� WR� FDUU\� RXW� QHZ
WDVNV�XVLQJ�D�VLPSOH�EURZVHU�
:HE,GHQWLW\��ZKLFK�PDNHV� WKH�PRVW�RI
WKH� SRWHQWLDO� RI� WKH� :HE� 6HUYHU�� DOORZV
VHFXUH� DFFHVV� WR� FRQILGHQWLDO� LQIRUPDWLRQ
RQ�D�:HE�6HUYHU�FRQQHFWHG�WR�,QWHUQHW�
:HE,GHQWLW\� ZDV� GHYHORSHG� ZLWK� WKH
LGHD� RI� PDNLQJ� LW� SRVVLEOH� WR
XQDPELJXRXVO\� LGHQWLI\� WKH� XVHU� RI� DQ
,QWHUQHW�VHUYLFH�DQG�WR�JXDUDQWHH�DFFHVV
WR� FRQILGHQWLDO� LQIRUPDWLRQ� KHOG� RQ� WKH
VLWH��7KLV�PXVW�RQO\�EH�DOORZHG� IROORZLQJ
LGHQWLILFDWLRQ� DQG� DXWKRUL]DWLRQ� E\� WKH
:HE�6HUYHU�
2QFH� D� XVHU� KDV� EHHQ� LGHQWLILHG� DQG
DXWKRUL]HG�� :HE,GHQWLW\� WHFKQRORJ\
DOORZV� IRU� WKH� VHFXUH� H[FKDQJH� RI
LQIRUPDWLRQ� EHWZHHQ� WKH� 6HUYHU� DQG� WKH
&OLHQW�� 7KLV� KLJKHU� OHYHO� RI� VHFXULW\� WKH
LQIRUPDWLRQ� LV� DWWDLQDEOH� WKDQNV� WR
SRZHUIXO� HQFU\SWLRQ� DOJRULWKPV� ZKLFK
SURWHFW�WKH�LQIRUPDWLRQ�VHQW�E\�WKH�:HE�
6HUYHU�WR�WKH�&OLHQW�DQG�YLFH�YHUVD�
0RUHRYHU� :HE,GHQWLW\� DVVXUHV� IXUWKHU
YHULILFDWLRQ�RI�WKH�LQWHJULW\�ZKLFK�LV�XVHIXO
IRU� GLVFRYHULQJ� LI� WKH� HQFU\SWHG� ILOH� KDV
EHHQ�LQWHUFHSWHG�RU�FKDQJHG�
7KH� HQFU\SWLRQ� LV� EDVHG� RQ� SULYDWH� NH\�
WLPH�GHSHQGHQW�DOJRULWKPV�DQG�DUH�OLQNHG
WR� D� VHULDO� FRGH�ZULWWHQ� DW� WKH� KDUGZDUH
OHYHO�ZLWKLQ�:HE,GHQWLW\�
$OO� RI� WKH� DERYH� IHDWXUHV� DUH� EDVHG� RQ
WKH� SRWHQWLDO� RI� WKH� :HE,GHQWLW\
KDUGZDUH� WRNHQ�� ZKLFK� LV� VLPLODU� WR� EXW
EHWWHU� WKDQ� D� VPDUW� FDUG� DQG� DOORZV� IRU
LGHQWLILFDWLRQ� RI� WKH� XVHU� WR� ZKLFK� LW� LV
DVVRFLDWHG�
:HE,GHQWLW\� LV� WKH� UHVXOW�RI�PRUH� WKDQ
WHQ� \HDUV� RI� (XWURQ¶V� H[SHULHQFH� LQ� WKH
GHYHORSPHQW� RI� VHFXULW\� VROXWLRQV� IRU

FRPSDQLHV�� (XWURQ� LV� WKH� WKLUG� YHQGRU
ZRUOGZLGH� LQ� WKH� GHVLJQ�� PDQXIDFWXULQJ
DQG� VDOHV� RI� VHFXULW\� V\VWHPV� IRU� WKH
SURWHFWLRQ� RI� VRIWZDUH� IURP� LOOHJDO
GXSOLFDWLRQ�� WKLV� LV� DQ� XQGHQLDEOH
JXDUDQWHH�IRU�RXU�FXVWRPHUV�
$�SHFXOLDULW\�RI�WKH�GHYLFH�LV�WKH�XVH�RI�DQ
$6,&�FKLS��$SSOLFDWLRQ�6SHFLILF�,QWHJUDWHG
&LUFXLW��GHVLJQHG�WR�EH�VHFXUH�DQG�DW�WKH
VDPH� WLPH� IOH[LEOH� WR� XVH�� 7KH� YHUVLRQ
ZLWK� WKH� 86%� LQWHUIDFH� KDV� D
PLFURSURFHVVRU� ZLWK� VLPLODU� VHFXULW\
IHDWXUHV� ZKLFK� LQWHJUDWH� ZLWK� WKH� KRW�
SOXJ� DQG� SOXJ�	� SOD\� IXQFWLRQV� DYDLODEOH
LQ�PDQ\�RSHUDWLQJ�HQYLURQPHQWV�
7KH� :HE,GHQWLW\� WRNHQ�� ZKLFK� LV
DYDLODEOH� LQ� GLIIHUHQW� YHUVLRQV� �SDUDOOHO
DQG� 86%� SRUWV� DQG� WKH� QHZ� 3&� :LQWHO
DQG�0DFLQWRVK� VWDQGDUGV��� DOORZV� DFFHVV
WR� SURWHFWHG� DUHDV� ERWK� IURP� WKH� PRVW
UHFHQW� 3&V� DQG� IURP� WKRVH� RI� SUHYLRXV
JHQHUDWLRQV�
,�6�3�V� �,QWHUQHW� 6HUYLFH� 3URYLGHUV�� RU
,�&�3�V� �,QWHUQHW� &RQWHQW� 3URYLGHUV�� WKDW
KDYH� WR� SURWHFW� WKH� FRQWHQW� RI� D� :HE
6HUYHU� �ZKHWKHU� LW� EH� LQ� WKH� IRUP� RI
+70/� SDJHV� RU� D� :HE�%DVHG� GDWDEDVH
DFFHVVLEOH� WKURXJK� D� %URZVHU�� VLPSO\
KDYH� WR�JLYH� WKH�XVHUV�RI� WKHLU� VHUYLFH�D
SURSHUO\� LQLWLDOL]HG� DQG� SURJUDPPHG
:HE,GHQWLW\� WRNHQ�� 7KH� HQG� XVHU
GRHVQ¶W�QHHG�DQ\WKLQJ�HOVH�
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7KH�SUREDEOH� XVHU� RI�:HE,GHQWLW\�� WKH
GHYHORSPHQW�VRIWZDUH�DW� WKH�EDVH�RI� WKH
SURGXFW�� LV� ZKRHYHU� LV� LQWHUHVWHG� LQ
SURWHFWLQJ�WKH�DFFHVV�WR�LQIRUPDWLRQ�RQ�D
:HE�6HUYHU�RU��LQ�RWKHU�ZRUGV��VHWWLQJ�XS
D�931��9LUWXDO�3ULYDWH�1HWZRUN��
7KH� NQRZ�KRZ� UHTXLUHPHQWV� IRU� WKH� XVH
RI� WKH� SURGXFW� E\� WKH� RSHUDWLRQDO� WHDP
DUH� YHU\� ORZ��2QH�PXVW� EH� IDPLOLDU� ZLWK
,QWHUQHW� DQG� KRZ� LW� LV� XVHG�� KDYH
NQRZOHGJH� RI� +70/� ����� -DYD6FULSW�
9LVXDO�%DVLF� 6FULSW�� EH� IDPLOLDU� ZLWK� WKH
PDQDJHPHQW� RI� 0LFURVRIW� ,QWHUQHW
,QIRUPDWLRQ�6HUYHU�

,Q� DQ\� FDVH�� WKH� GHYHORSPHQW� .LW� LV
VXSSOLHG�ZLWK�D�FRPSOHWH�DQG�H[KDXVWLYH
VHW�RI�PDQXDOV�DV�ZHOO�DV�D�ODUJH�QXPEHU
RI�VDPSOH�DSSOLFDWLRQV��$OO�WKLV�PDNHV�WKH
6'.�DQ�HDV\�SURGXFW�WR�LQWURGXFH�LQWR�WKH
FRPSDQ\�DQG�WKXV�WKH�7&2��7RWDO�&RVW�RI
2ZQHUVKLS��LV�H[WUHPHO\�ORZ�
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7RGD\�� PRUH� WKDQ� LQ� WHUPV� RI
SHUIRUPDQFH� �ZKLFK� LV� H[FHSWLRQDO� ZKHQ
FRPSDUHG� WR� RWKHU� IRUPV� RI
FRPPXQLFDWLRQ��,QWHUQHW�LV� ODFNLQJ� LQ�WKH
PHDQV� �RI�XQDPELJXRXVO\� LGHQWLI\LQJ� WKH
XVHU� UHTXHVWLQJ� DFFHVV� WR� SURWHFWHG
LQIRUPDWLRQ�
,GHQWLILFDWLRQ� WXUQV� RXW� WR� EH� WKH� PRVW
FULWLFDO� SKDVH� � LQ� WKH� SURFHVV� RI
GLVWULEXWLQJ� FODVVLILHG� LQIRUPDWLRQ�� 7KLV� LV
EHFDXVH�� RQFH� WKH� XVHU� KDV� EHHQ
LGHQWLILHG�DQG�DXWKRUL]HG��LW�LV�SRVVLEOH�WR
SURFHHG� ZLWK� ERWK� PHDVXUHG� DQG
VHOHFWLYH�GLVWULEXWLRQ�RI�WKH�LQIRUPDWLRQ�
,Q� VRPH� FDVHV�� WKH� XQDPELJXRXV
LGHQWLILFDWLRQ� RI� WKH� XVHU� KDV� SURYRNHG
WKH�DEDQGRQPHQW�RI�,QWHUQHW�DV�D�PHDQV
RI�PRYLQJ� LQIRUPDWLRQ�ZKLFK�ZDV� DW� ULVN
RI� EHLQJ� LQWHUFHSWHG� E\� XQDXWKRUL]HG
SHRSOH�
7KH�ZLGHVSUHDG�DGRSWLRQ�RI�931V��9LUWXDO
3ULYDWH�1HWZRUNV��KDV�FRPH�XS�DJDLQVW�D
SUREOHP�LQ�WKH�IDFW�WKDW�LW�LV�LPSRVVLEOH�WR
EH�WRWDOO\�VXUH�RI�WKH�LGHQWLW\�RI�WKH�XVHU
FRQQHFWLQJ� WKURXJK� D� UHPRWH� FOLHQW� RQ
WKH�ZHE�
7KH� ODFN� RI� SURWHFWLRQ� DQG� WKH� UHVXOWLQJ
ULVN�RI�VHQVLWLYH�FRPSDQ\�GDWD�IDOOLQJ�LQWR
WKH�ZURQJ�KDQGV�HQGDQJHU� WKH�H[LVWHQFH
RI� WKH�FRPSDQ\�� WKH�VL]H�RI� WKH�SUREOHP
FDQ�FOHDUO\�EH�DSSUHFLDWHG�
:KDW� DOVR� EHFRPHV� FOHDU� LV� WKDW� LI� JRRG
VHFXULW\� PHFKDQLVPV� FDQ� EH� PDGH
DYDLODEOH��,QWHUQHW�FRXOG�EHFRPH�WKH�EHVW
WRRO� DYDLODEOH� QRW� RQO\� IRU� WKH� IUHH
GLVWULEXWLRQ� RI� LQIRUPDWLRQ� EXW� DOVR� IRU
VKDULQJ� RI� FRQILGHQWLDO� UHVRXUFHV�ZLWKRXW
JHRJUDSKLF�RU�WHUULWRULDO�OLPLWV�
7KLV� LV� WKH� UHDVRQ� WKH� DQDO\VLV� PRGHO
DGRSWHG� E\� (XWURQ� IRUHVHHV� DQ
DVVRFLDWLRQ� ZLWKLQ� WKH� GDWDEDVH� ZKLFK� LV
UHVLGHQW�RQ�WKH�:HE,GHQWLW\�:HE�6HUYHU�
ZLWK� D� ZHOO� GHILQHG� XVHU� SURILOH� ZKLFK

FRQWDLQV�DQ\�UHVWULFWLRQV�RU�DXWKRUL]DWLRQV
UHODWLYH�WR�WKH�XVHU�LQ�TXHVWLRQ�
,QGHSHQGHQWO\� RI� ,QWHUQHW�� WKH� XVHU
LGHQWLILFDWLRQ� SURFHVV� FDQ� EH� FDUULHG� RXW
LQ�GLIIHUHQW�ZD\V�
�� ,� .12:�� ,� SURYH� P\� LGHQWLW\� VLQFH� ,
NQRZ�LW��H�J��ORJLQ�DQG�SDVVZRUG�
��,�*(7��,�SURYH�P\�LGHQWLW\�VLQFH�,�KDYH
LW��H�J��VPDUWFDUG�
��,�$0��,�SURYH�P\� LGHQWLW\�VLQFH�,�DP� LW
�H�J��ELRPHWULFV�UHDGHUV�

)URP�WKH�DERYH�RXWOLQH� LW� LV�FOHDU� WKDW� WR
LGHQWLI\�D�XVHU�EDVHG�RQ�SK\VLFDO�IHDWXUHV
�,�$0��RU� RQ� SRVVHVVLRQ�RI� VRPHWKLQJ� �,
*(7��RIIHUV�PDMRU�JXDUDQWHHV�RI�VHFXULW\
WKDQ� LGHQWLI\LQJ� KLP� RQ� WKH� EDVLV� RI� ,
.12:�
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'HSHQGLQJ� RQ� WKH� W\SH� RI� DSSOLFDWLRQ�
WKHUH� DUH� YDULRXV�PHWKRGV� RI� LGHQWLI\LQJ
WKH� XVHU� RI� D� VHUYLFH� �LQGHSHQGHQWO\� RI
,QWHUQHW��
7KH� VDPH� V\VWHPV�� ZKHQ� XVHG� IRU
LGHQWLI\LQJ� WKH� XVHU� RI� ,QWHUQHW�,QWUDQHW�
VRRQ�FDPH�XS�DJDLQVW�WKHLU�OLPLWV�DQG�WKLV
LV�SULQFLSDOO\�EHFDXVH�RI�WKH�ZD\�WKH\�DUH
EXLOW�
6WDUWLQJ� ZLWK� WKH� PRVW� KLJKO\
VRSKLVWLFDWHG� V\VWHPV�� WKHUH� LV� KDUGZDUH
IRU�ELRPHWULFV�UHFRJQLWLRQ��,�$0���ZKLFK�LV
SUREDEO\� XVHG� PRUH� RIWHQ� LQ� VS\� ILOPV
WKDQ� LQ� WKH� UHDO� ZRUOG�� ZKLFK� KDV� D
SURKLELWLYH�FRVW��DW� OHDVW�IRU�WKH�PRPHQW�
3UREDEO\�LQ�WKLV�FDVH�ZH�DUH�WDONLQJ�DERXW
UHFRJQLWLRQ� V\VWHPV� ZKLFK� SURYLGH� QHDU
����� FHUWDLQW\�� +RZHYHU� WKH� IDFWRUV
ZKLFK� OLPLW� WKHLU� ZLGHVSUHDG� XVH� DUH
FOHDU��DW�OHDVW�LQ�WKH�VKRUW�WHUP�
*RLQJ� EDFN� WR� VROXWLRQV� ZKLFK� FDQ� EH
DSSOLHG� LQ� WKH� ,QIRUPDWLRQ� 7HFKQRORJ\
DQG� &RPPXQLFDWLRQV� ILHOGV�� WKHUH� DUH
VROXWLRQV�RQ�WKH�PDUNHW��ZKLFK�DUH�EDVHG
RQ� KDUGZDUH� WRNHQ� 6PDUWFDUGV� �,� *(7�
ZKLFK� KDYH� SXUSRVH� EXLOW� UHDGHUV� DQG
ZULWHUV� DQG� VHULDO�� 3&0&,$� RU� 86%
LQWHUIDFHV��7KH�EDVLF�FRQFHSW�RI�VROXWLRQV
EDVHG� RQ� WKH� XVH� RI� 6PDUWFDUG� UHDGHUV�
OLNH� WKH� FDVH� RI�:HE,GHQWLW\�� IRUHVHHV
SRVVHVVLRQ� �,� *(7�� RI� D� KDUGZDUH� WRNHQ
LQ� ZKLFK� LQIRUPDWLRQ� UHODWLYH� WR� WKH
LGHQWLW\� RI� WKH� XVHU� LV� ZULWWHQ�� +RZHYHU
WKLV�VROXWLRQ�ZDV�ZLGHO\�XVHG�LQ�ORFDO�DUHD
QHWZRUNV� EXW� QRW� LQ� ,QWHUQHW�� ,Q� UHDOLW\�
WKH�OLPLWDWLRQV�RI�WKLV�W\SH�RI�VROXWLRQ�DUH
GXH� WR� WKH� GHSHQGHQFH� RQ� KDUGZDUH
ZKLFK� LV� IDU� IURP� EHLQJ� VWDQGDUG�� LQ� WKH
UHDO� ZRUOG� SHUVRQDO� FRPSXWHUV� DUH� YHU\
UDUHO\�ILWWHG�ZLWK�D�6PDUWFDUG�UHDGHU��7KH
VROXWLRQ� DGRSWHG� LQ�PRVW� FDVHV� LV� EDVHG
RQ�WKH�ELQRPLDO�RI�ORJLQ�	�SDVVZRUG��7KLV
W\SH�RI�VROXWLRQ�FHUWDLQO\�KDV�D�QXPEHU�RI

EHQHILWV� �]HUR� FRVW�� DEVROXWHO\� VWDQGDUG�
HDV\� WR�PDQDJH��EXW� DOVR�KDV� D� QXPEHU
RI� EXLOW� LQ� GUDZEDFNV�ZKLFK� KDYH� OLPLWHG
WKH�WDUJHW�PDUNHW�WR�ORZ�OHYHO�DSSOLFDWLRQV
�TXLFN� DQG� HDV\� WR� FORQH�� WKHUHIRUH
SURGXFLQJ�WKH�ZDWHUIDOO�HIIHFW��
7RGD\� ORJLQV� DQG� SDVVZRUGV� DUH� ZLGHO\
XVHG� LQ� ,QWHUQHW� IRU� WKH� SURWHFWLRQ� RI
UHVWULFWHG� DUHDV� RI� D� VLWH�ZKLFK� SUREDEO\
FDQQRW�FRQWDLQ�UHDOO\�YLWDO�LQIRUPDWLRQ�
+RZHYHU�� PDQ\� VLWHV� KDYH� DGRSWHG
PHDVXUHV� ZKLFK� LQFOXGH� WKH� XVH� RI� OHVV
XVDEOH� WRROV� ZKLFK� DUH� PRUH� H[SHQVLYH�
PRUH� FRPSOLFDWHG� EXW� PRUH� VHFXUH� WKDQ
,QWHUQHW� LWVHOI�� OHW¶V� WDNH� WKH� FDVH� RI� D
ODUJH�RUJDQL]DWLRQ�ZLWK�D�GLVWULEXWHG�VDOHV
QHWZRUN�ZKLFK�KDV�WR�XSGDWH�LWV�DUFKLYHV
GDLO\��SRVVLEO\�XVLQJ�/RWXV�1RWHV���7KHVH
DUFKLYHV� FRQWDLQ� LQIRUPDWLRQ� UHJDUGLQJ
WKH� DYDLODELOLW\� RI� JRRGV� LQ� VWRFN�� WKH
ODWHVW�SULFH� OLVWV��PDUNHWLQJ�DQG� WHFKQLFDO
VXSSRUW�LQIRUPDWLRQ�HWF��,QWHUQHW�FRXOG�EH
D�PRUH�FRVW�HIIHFWLYH�VROXWLRQ��LW¶V�RQO\�D
ORFDO� FDOO� DZD\�� DV�ZHOO� DV� EHLQJ� TXLFNHU
�IRU�H[DPSOH�WKURXJK�WKH�GRZQORDGLQJ�RI
GRFXPHQWV� DQG� D� GDWDEDVH� ZLWK� D� ZHE
LQWHUIDFH�� %XW� WLOO� QRZ� QR� VROXWLRQV� KDYH
HPHUJHG� ZKLFK� JLYH� WKH� VDPH� OHYHO� RI
VHFXULW\�



:(%,'(17,7<
                                                                                                                                                                                                

352'8&7�29(59,(: �

7+(�1(('6��6(&85,7<�$1'

67$1'$5'6

/HDYLQJ�RXW�WKH�ELRPHWULFV�SURSRVLWLRQ�IRU
UHDVRQV� RI� SUDFWLFDOLW\� DQG� FRVW� DQG� WKH
ORJLQ�DQG�SDVVZRUG�VROXWLRQ�IRU�WKH�DERYH
PHQWLRQHG� UHDVRQV�� WKH�XOWLPDWH� VROXWLRQ
IRU� WKH� XQDPELJXRXV� UHFRJQLWLRQ� RI� D
XVHU� LV� WKURXJK� WKH� XVH� RI� D� KDUGZDUH
WRNHQ��UHJDUGOHVV�RI�WKH�QHWZRUN�
:KLOH�ZRUNLQJ� LQ� D� ORFDO� HQYLURQPHQW� �D
FRPSDQ\� QHWZRUN�� IRU� H[DPSOH�� D
VROXWLRQ� EDVHG� RQ� 6PDUWFDUGV� DVVRFLDWHG
ZLWK� DSSURSULDWH� UHDGHUV� LQ� DQ� ,QWHUQHW
HQYLURQPHQW��ZKLFK�IRUHVHHV�ZLGHO\�XVHG
DQG�� PRUH� LPSRUWDQWO\�� GLVWULEXWHG
DSSOLFDWLRQV�� FDQ� EH� HDVLO\� LPSOHPHQWHG�
KRZHYHU� WKH� FKRVHQ� VROXWLRQ� PXVW� QRW
FDXVH� SUREOHPV� WR� WKH� HQG� XVHU� RI� WKH
VHUYLFH�
,Q�WKLV�FRQWH[W�� WKH�QHHG� LV� IRU�D�V\VWHP
ZKLFK� LV� ERWK� VHFXUH�� XQDPELJXRXV� DQG
VWDQGDUG�
:KDW� EHFRPHV� FOHDU� LV� WKDW� ERWK
6PDUWFDUG� EDVHG� V\VWHPV� DQG� WKRVH
EDVHG� RQ� ORJLQV� DQG� SDVVZRUGV� DUH
ODFNLQJ� LQ� WKH� IXQGDPHQWDO� UHTXLUHPHQWV
RI�SUDFWLFDOLW\�DQG�VHFXULW\�

5HJDUGLQJ� WKH� VDIHJXDUGLQJ� RI
LQIRUPDWLRQ�� RQFH� WKH� :HE�6HUYHU� KDV
EHHQ� SURWHFWHG� DQG� WKH� XVHU� KDV� EHHQ
XQDPELJXRXVO\�FHUWLILHG��ZH�KDYH�DOUHDG\
VWDWHG�WKDW�WKLV�ZLOO�EH�WKURXJK�WKH�XVH�RI
D� KDUGZDUH� WRNHQ�� LW� EHFRPHV� UHODWLYHO\
HDV\�WR�GHWHUPLQH�VHFXUH�FRPPXQLFDWLRQV
DOJRULWKPV�

/DVW�EXW�QRW�OHDVW��ZKDW�DERXW�WKH�GLJLWDO
VLJQDWXUH� LQ� WKH� ILQDO� SKDVH� RI� WKH
VWLSXODWLRQ� RI� DQ� DJUHHPHQW�� 9HU\� VRRQ
HYHU\RQH�ZLOO�EH�DEOH�WR�EX\� WKLQJV��VLJQ
DJUHHPHQWV� RU� VXEPLW� GHFODUDWLRQV� YLD
,QWHUQHW�� ,Q� WKLV� DUHD� WRR�� LW� ZLOO� EH
QHFHVVDU\� WR� LGHQWLI\� WKH� SHUVRQ
FRQQHFWHG� DQG� DVVXUH� WKH� QRQ

UHSXGLDWLRQ�RI�KLV�WUDQVDFWLRQV��7KHVH�DUH
RWKHU� SUREOHPV� ZKLFK� ZLOO� KDYH� WR� EH
VROYHG�ULJKW�DZD\�

(XWURQ�KDV�EHHQ�PDNLQJ�KDUGZDUH�WRNHQV
ZLWK� ERWK� SDUDOOHO� DQG� 86%� LQWHUIDFHV�
WRGD\¶V� DQG� WRPRUURZ¶V� VWDQGDUGV�� IRU
RWKHU� XVHV� LQ� WKH� ILHOG� RI� LQIRUPDWLRQ
VHFXULW\�IRU�PRUH�WKDQ����\HDUV�
7KH�.QRZ�KRZ�DFTXLUHG�E\�(XWURQ� LQ���
\HDUV� RI� GHYHORSPHQW� RI� LQIRUPDWLRQ
VHFXULW\�V\VWHPV��ERWK�DW�D�KDUGZDUH�DQG
D� VRIWZDUH� OHYHO� �WKH� 6PDUW.H\� DQG
6PDUWORFN� SURGXFWV�� KDV� HQDEOHG� (XWURQ
WR� FRPH� XS� ZLWK� D� WHFKQRORJLFDOO\
DGYDQFHG� VROXWLRQ� ZKLFK� SHUPLWV� WKH
UHFRJQLWLRQ� RI� WKH� XVHU� DVVRFLDWHG� ZLWK
:HE,GHQWLW\� � DQG� WR� KDQGOH� VHFXUH
WUDQVDFWLRQV� EHWZHHQ� WKH� VHUYHU� DQG� WKH
FOLHQW� �DQG� YLFH� YHUVD��� DV� ZH� ZLOO� VHH
ODWHU�LQ�WKLV�SDSHU�
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(XWURQ¶V�DQVZHU�LV�:HE,GHQWLW\��7+(

6(&85(�$1'�)/(;,%/(�'(9,&(

(XWURQ¶V� :HE,GHQWLW\� DOORZV� \RX� WR
VXSSO\� VHFXUH� DFFHVV� WR� FRQILGHQWLDO
LQIRUPDWLRQ� UHVLGLQJ� RQ� D� :HE� VHUYHU
FRQQHFWHG�WR�,QWHUQHW�
7KDQNV� WR� DGYDQFHG� FU\SWRJUDSKLF
WHFKQRORJ\�� (XWURQ¶V� :HE,GHQWLW\� FDQ
HQVXUH� VHFXUH�� FLSKHUHG� GDWD� H[FKDQJH
RYHU�WKH�:HE�
$�SHFXOLDULW\�RI� WKH�:HE,GHQWLW\�GHYLFH
LV� WKH� SUHVHQFH� RI� D� SURJUDPPDEOH
FRPSRQHQW�ZLWKLQ�LWV�FLUFXLWU\��'HSHQGLQJ
RQ� WKH� YHUVLRQ� EHLQJ� XVHG�� WKH� GHYLFH
FRQQHFWV� WR� D�SHUVRQDO� FRPSXWHU� YLD� WKH
SDUDOOHO� RU� 86%� SRUW�� 7KLV� PHDQV� WKDW
(XWURQ¶V�:HE,GHQWLW\� FDQ�EH�XVHG�ZLWK
DQ\�SHUVRQDO�FRPSXWHU�ZLWKRXW�KDYLQJ�WR
EX\�DQG�LQVWDOO�H[WUD��H[SHQVLYH�KDUGZDUH
�H�J��6PDUW&DUG�UHDGHU��
,I� RQ� WKH� RQH� KDQG� WKH� JXDUDQWHH� RI
VHFXULW\� DQG� FRQILGHQWLDOLW\� RI� WKH
LQIRUPDWLRQ�GXULQJ�WUDQVIHU�IURP�VHUYHU�WR
FOLHQW� DQG� YLFH� YHUVD� LV� PDLQWDLQHG�� RQ
WKH� RWKHU� WKH� SK\VLFDO� LQWHUIDFH� RI� WKH
GHYLFH� UHSUHVHQWV� WKH� VWDWH� RI� WKH� DUW� LQ
LQIRUPDWLRQ�WHFKQRORJ\�
7KH�SDUDOOHO�SRUW�LV�DQ�DEVROXWHO\�VWDQGDUG
IHDWXUH� RI� DQ\� SHUVRQDO� FRPSXWHU�
ZKHWKHU� LW� EH� RI� WKH� ODWHVW� RU� SUHYLRXV
JHQHUDWLRQ�� DQG� WKH� 86%� LQWHUIDFH� KDV
EHFRPH� D� XQLILHG� VWDQGDUG� RI� :LQWHO�
$SSOH� DQG� RWKHUV� LQ� WKH� ZD\� RI
LQSXW�RXWSXW�RI�LQIRUPDWLRQ�
2QH� SHFXOLDULW\� ZKLFK� LV� FHUWDLQO\� ZRUWK
QRWLQJ� LV� WKH� WRWDO� LQGHSHQGHQFH� RI
:HE,GHQWLW\� IURP� DQ\� RWKHU� DGGLWLRQDO
KDUGZDUH� GHYLFHV�� WKLV� PHDQV� WKDW� ZH
FDQ�EH�FHUWDLQ�WKDW� WKH�XVHU�FDQ�XVH� WKH
,QWHUQHW� VHUYLFH� VHDPOHVVO\� IURP� KLV
RIILFH��KRPH�RU� WKH�DLUSRUW�DQG�IURP�DQ\
SHUVRQDO� FRPSXWHU� FRQQHFWHG� GLUHFWO\� RU
LQGLUHFWO\�WR�,QWHUQHW�
5HFRJQLWLRQ� RI� WKH� XVHU� RI� WKH� VHUYLFH� LV
DOZD\V� XQDPELJXRXV� DQG� VHFXUH� LQ� DV

PXFK� DV� WKH� DXWKHQWLFDWLRQ� LV� EDVHG
VROHO\�RQ� LQIRUPDWLRQ�VWRUHG� LQ� WKH� WRNHQ
DQG�RQ�WKH�UHODWLYH�SDVVZRUG�DQG�QRW�RQ
KDUGZDUH� DQG�RU� VRIWZDUH� LQVWDOOHG
SHUPDQHQWO\�RQ�D�SHUVRQDO�FRPSXWHU�
7KH�VHFXULW\�RI�WKH�V\VWHP�LV�WKH�PHULW�RI
WKH�IHDWXUHV�RI�WKH�:HE,GHQWLW\�KDUGZDUH
WRNHQ��7KH�NH\�KDV�D�ZULWHDEOH�PHPRU\�
7KH�ZD\�WKH�GHYLFH�LV�PDGH�PHDQV�WKDW�LW
LV�SHUIHFWO\�VHFXUH�DQG�FDQQRW�EH�FORQHG�
WKH� JHQHUDWLRQ� RI� WKH� 3,1�� ZKLFK� LV� WKH
LGHQWLILHU� RI� HDFK� LQGLYLGXDO� GHYLFH�� LV
WKURXJK�D�QXPEHU�RI�SDUDPHWHUV� UHODWLYH
WR�

- WKH� /DEHO� GHILQHG� E\� ZKRHYHU� LV
VXSSO\LQJ�WKH�VHUYLFH�

- WKH� 3DVVZRUG� GHILQHG� E\� ZKRHYHU� LV
VXSSO\LQJ�WKH�VHUYLFH�

- WKH�'HVFULSWLRQ�RI�WKH�XVHU�
- D�VSHFLDO�FRGH�DW�WKH�KDUGZDUH�OHYHO�RI

WKH� GHYLFH� GHILQHG� E\� (XWURQ� LQ� WKH
PDQXIDFWXULQJ�SKDVH�RI�WKH�NH\

$OO�WKLV�LQIRUPDWLRQ�LV�VWRUHG�LQ�WKH�GHYLFH
DQG�LV�SURWHFWHG�DQG�HQFU\SWHG�LQ�VXFK�D

ZD\� DV� WR� PDNH� LW� LPSRVVLEOH� IRU
XQDXWKRUL]HG� SHUVRQV� RU� VRIWZDUH
DSSOLFDWLRQV� WR� JDLQ� DFFHVV�� RQO\� WKH
:HE�VHUYHU� NQRZV� DOO� WKH� LGHQWLI\LQJ
HOHPHQWV� RI� D� SDUWLFXODU� XVHU� RU� GHYLFH
DQG�WKXV�RQO\�WKH�:HE�6HUYHU�ZLOO�EH�DEOH
WR�UHFUHDWH�WKH�HQFU\SWLRQ�NH\�RI�WKH�GDWD
LQ� WKH� GHYLFH� DQG� WKH� RQO\� HOHPHQW
FDSDEOH� RI� ³VHHLQJ´� WKH� FRQWHQW� RI� WKH
NH\�
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$1�29(59,(:�2)�+2:�:HE,GHQWLW\

:25.6

,Q�WKH�SUHYLRXV�SDUDJUDSK�ZH�GHILQHG�WKH
DLP� RI� (XWURQ¶V� :HE,GHQWLW\�� WR
JXDUDQWHH�DFFHVV�WR�LQIRUPDWLRQ�RQ�D�VLWH
RQO\� WR� WKH� SURSHUO\� LGHQWLILHG� DQG
DXWKRUL]HG� XVHU� DQG� WR� SURYLGH� IRU� WKH
VHFXUH� LQWHUFKDQJH� RI� LQIRUPDWLRQ� RYHU
WKH�ZHE�

7R� PDQDJH� WKLV�� (XWURQ� KDV� GHYHORSHG
VRIWZDUH� FRPSRQHQWV�� $FWLYH;� DQG� 3OXJ�
,QV�� ZKLFK� OHYHUDJH� WKH� VWRUDJH� DQG
HQFU\SWLRQ�SRWHQWLDO�RI�WKH�:HE,GHQWLW\
GHYLFH�DOORZLQJ�DFFHVV�WR�D�VLWH�RQO\�WR�D
XVHU�LQ�SRVVHVVLRQ�RI�D�SURSHUO\�LQLWLDOL]HG
WRNHQ�VXSSOLHG�E\�WKH�VHUYLFH�SURYLGHU�

7KH� FKHFN� RI� WKH� LGHQWLW\� RI� D� XVHU� LV
FDUULHG�RXW�E\�PHDQV�RI�D�SURFHVV�ZKLFK
UHTXLUHV� WKH� IXOILOOPHQW� RI� WKH� IROORZLQJ
WKUHH�VLPSOH�WDVNV�

�� ,QLWLDOL]DWLRQ� RI� WKH� :HE,GHQWLW\
WRNHQ�WR�JLYH�WR�WKH�EHQHILFLDU\�RI�WKH
VHUYLFH� ZKLFK� QHHGV� WR� EH� SURWHFWHG
DQG� WKH�FUHDWLRQ�RI�D�GDWDEDVH�ZKLFK
FRQWDLQV� WKH� LGHQWLILFDWLRQ� FHUWLILFDWHV
�3,1�� DVVRFLDWHG� ZLWK� WKH� GLIIHUHQW
XVHUV�� 7KH� VHUYLFH� SURYLGHU� ±� IRU
H[DPSOH� DQ� ,63� ±� WKDW� ZDQWV� WR
SURWHFW�KLV�,QWHUQHW�VLWH�KDV�WR�JLYH�D
SUHYLRXVO\� LQLWLDOL]HG�:HE,GHQWLW\� WR
HDFK� RI� KLV� XVHUV�� $V� ZHOO� DV
SURJUDPPLQJ� WKH�:HE,GHQWLW\�� WKH
LQLWLDOL]DWLRQ� VWDJH� UHWXUQV� D� 3,1
QXPEHU� ZKLFK� ZLOO� EH� XVHG� E\� WKH
VHUYHU�WR�LGHQWLI\�WKH�XVHU�

�� 9HULILFDWLRQ� LI� DQ� LQWLDOL]HG
:HE,GHQWLW\�WRNHQ�LV�SUHVHQW�RQ�WKH

FOLHQW�� UHDGLQJ�� HQFU\SWLRQ� DQG
PDUNLQJ� RI� WKH� 3,1� QXPEHU�
WUDQVPLVVLRQ� RI� WKH� SURFHVVHG� 3,1
QXPEHU� WR� WKH� VHUYHU� IRU
LGHQWLILFDWLRQ�
8VLQJ� D� -DYD6FULSW�� D� UHDG�PHWKRG� LV
LQYRNHG� LQ� WKH� $FWLYH;� RU� 3OXJ�LQ
GXULQJ� WKH� GRZQORDG� RI� D� SURWHFWHG
SDJH�� 7KLV� RSHUDWLRQ� PDNHV� WKH� 3,1
QXPEHU�FRQWDLQHG�LQ�WKH�NH\�DYDLODEOH
IRU� WUDQVPLVVLRQ� WR� WKH� VHUYHU�� 7KH
3,1�QXPEHU� LV�GXO\�HQFDSVXODWHG� LQ�D
SDUWLFXODU� VWUXFWXUH� ZKRVH� SXUSRVH� LV
WR� GLVDOORZ� LWV� GHFLSKHULQJ� RU
DOWHUDWLRQ�� 7KH� XVH� RI� D� WLPH
GHSHQGHQW� NH\� FRGH� VHQW� IURP� WKH
VHUYHU� WR� WKH� FOLHQW� DQG� WKH� XVH� RI
GDWD�NQRZQ�ERWK� WR� WKH� FOLHQW� DQG� WR
WKH� VHUYHU� PDNHV� LW� SRVVLEOH� WR� VHQG
GLIIHUHQW� FRPSXWDWLRQV� IRU� GLIIHUHQW
FRQQHFWLRQ� VHVVLRQV�� 7KLV� DYRLGV� WKH
UHXVH� RI� 3,1� QXPEHUV� DOUHDG\� FRGHG
DQG�VHQW�
7UDQVPLVVLRQ� RI� WKH� FRGHG� 3,1
QXPEHU�XVHV�WKH�3267�PHWKRG�RU�WKH
*(7� PHWKRG� RI� WKH� +773� SURWRFRO�
WKLV� VROXWLRQ� PDNHV� :HE,GHQWLW\
VXSSOLHG�SURWHFWLRQ�WUDQVSDUHQW�WR�WKH
XVH� RI� DQ\� )LUHZDOO� DQG�RU� SUR[\
DOORZLQJ� \RX� WR� PDLQWDLQ� XQDOWHUHG
H[LVWLQJ�VHUYHU�VHFXULW\�V\VWHPV�DLPHG
DW�SUHYHQWLQJ�DFFHVV�WR�LQIRUPDWLRQ�RQ
WKH� :HE� 6HUYHU� SURWHFWHG� E\
:HE,GHQWLW\� E\� XQDXWKRUL]HG�
PDOLFLRXV� SHUVRQV�� PRUHRYHU�� XVLQJ
WKLV� VROXWLRQ� DOORZV� XV� WR� JXDUDQWHH
WKDW� LW� ZLOO� ZRUN� ZLWK� DQ\� V\VWHP
FDSDEOH� RI� XVLQJ� D� FRPPRQ� :HE
%URZVHU�DQG�,QWHUQHW�QDYLJDWLRQ�
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�� �'HFRGLQJ�RI� WKH� 3,1� QXPEHU� RQ� WKH
VHUYHU�� LGHQWLILFDWLRQ� RI� WKH� XVHU�
7UDQVPLVVLRQ�RI�WKH�LQIRUPDWLRQ�WR�WKH
FOLHQW� LI� WKH� XVHU� LV� DXWKRUL]HG��:KHQ
WKH� SURFHVVHG� 3,1� QXPEHU� KDV� EHHQ
UHFHLYHG�� LW� LV� GHFRGHG� E\� WKH
'HFU\SW3LQ� PHWKRG� RI� WKH� $FWLYH;�
WKHQ�D�VHDUFK�LV�PDGH�IRU�WKH�GHFRGHG
3,1�LQ�WKH�XVHU�GDWDEDVH�DQG�ZKHQ�LW
KDV�EHHQ�IRXQG�DQG�D�YDOLGDWLRQ�FKHFN
KDV� EHHQ� SHUIRUPHG�� WKH� UHTXHVWHG
SDJH��LV�VHQW�WR�WKH�FOLHQW��,I�WKH�FRGH
LV� QRW� DXWKHQWLFDWHG� D� QXPEHU� RI
GHIHQVH� PHDVXUHV� FDQ� EH� WDNHQ�
DPRQJ� ZKLFK� WKDW� RI� VHQGLQJ� DQ
³DFFHVV�GHQLHG´�SDJH�RU� RI� VHQGLQJ�D
SDJH� ZLWK� D� VHW� RI� PHDQLQJOHVV� GDWD
RU�UH�URXWLQJ�WKH�XVHU�WR�D�VLWH�ZLWK�D
WRWDOO\�GLIIHUHQW�FRQWHQW�DQG�VR�IRUWK�

$V�ZHOO�DV�SRVLWLYHO\� LGHQWLI\LQJ� WKH�XVHU�
(XWURQ¶V� :HE,GHQWLW\� WHFKQRORJ\� OHWV
WKH� VHUYLFH� SURYLGHU� GR� DQRWKHU� YHU\

LPSRUWDQW� WKLQJ�� VHQG� HQFU\SWHG� GDWD
RYHU�WKH�,QWHUQHW�
7R�DFFHVV� LQIRUPDWLRQ�RI� LQWHUHVW� WR�KLP�
WKH� XVHU� QHHG� RQO\� FRQQHFW� KLV� SHUVRQDO
:HE,GHQWLW\� WRNHQ� WR� KLV� SHUVRQDO
FRPSXWHU�DQG�DFFHVV�WKH�VLWH�DV�LI�LW�ZHUH
QRW�SURWHFWHG�DW�DOO�

,Q� WRWDO� WUDQVSDUHQF\�� WKH� VHUYHU� LV� DEOH
WR� VHFXUHO\� DQG� XQDPELJXRXVO\� LGHQWLI\
WKH� FOLHQW� DQG� SHUPLW� RQO\� WKH
FRQVXOWDWLRQ� RI� LQIRUPDWLRQ� SHUWLQHQW� WR
WKDW�FOLHQW�

7KH� FLSKHULQJ� V\VWHPV� XVHG� DUH� FDSDEOH
RI�FXVWRPL]LQJ�WKH�FRGH�NH\�DQG�WKXV�WKH
FRGLQJ� RI� WKH� GDWD� LWVHOI� EDVHG� RQ� WKH
XVHU� FRGH� DQG� RQ� D� QXPEHU� ZKLFK
LGHQWLILHV�WKH�VHVVLRQ�
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6XFK� D� V\VWHP� SUHYHQWV� SDJHV� VDYHG
ORFDOO\�RU�KHOG�LQ�FDFKH�IURP�EHLQJ�UHXVHG
WR� DFFHVV� WKH� VHUYHU�� RU� WKH� LQIRUPDWLRQ
FRQWDLQHG� LQ� WKHVH� SDJHV� FDQ� EH� PDGH
DYDLODEOH�� QRW� RQO\� WR� SHRSOH� ZKR
QRUPDOO\� ZRXOGQ¶W� EH� DEOH� WR� DFFHVV� WKH
VLWH��EXW�DOVR�WR�RWKHU�FOLHQWV�RI�WKH�VDPH
VHUYLFH� EXW� GLIIHUHQW� IURP� WKH� RQH� WKDW
LQLWLDOO\�GRZQORDGHG�WKHP�
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&21&/86,21

7KH� UDSLG� HYROXWLRQ� DQG� ZLGHVSUHDG� XVH
RI� ,QWHUQHW� DQG� PRELOH� FRPSXWLQJ� KDYH
VXEVWDQWLDOO\� FKDQJHG� WKH�SDUDPHWHUV� IRU
WKH� KDQGOLQJ� RI� VHFXULW\� PHDVXUHV� LQ
RUJDQL]DWLRQV�
7KH� XVHU� KDV� WR� EH� JLYHQ� WKH� PRVW
VHDPOHVV� DQG� HFRQRPLF� UHPRWH� DFFHVV
SRVVLEOH�DQG�DW�WKH�VDPH�WLPH�FDUH�PXVW
EH�WDNHQ�WR�PDNH�VXUH�WKDW�XQDXWKRUL]HG
DFFHVV�FDQQRW�OLPLW�RU�UHQGHU�PHDQLQJOHVV
WKH� FRQILGHQWLDOLW\� RI� VHQVLWLYH� GDWD� RI
YLWDO�LPSRUWDQFH�WR�DQ�RUJDQL]DWLRQ�
7KDQNV� WR� D� WRNHQ� RI� YHU\� OLPLWHG
GLPHQVLRQV� �:HE,GHQWLW\� LV� QR� ELJJHU
WKDQ� WKH� KRXVH� NH\� ZH� XVH� HYHU\� GD\�
(87521� LV� DEOH� WR� SURYLGH� VHFXULW\� DQG
IOH[LELOLW\� LQ� WKH� ILHOG� RI� XVHU� UHFRJQLWLRQ
DQG� WKH� WUDQVPLVVLRQ� RI� SURWHFWHG
SURJUDP� LQIRUPDWLRQ� RYHU� /$1�� :$1�
931��H�FRPPHUFH��0RELOH�&RPSXWLQJ�

:HE,GHQWLW\� LV� WKH� VWDWH�RI�WKH�DUW
VROXWLRQ� LQ� WKH� ILHOG�RI� FRPSXWHU� VHFXULW\
WHFKQRORJ\� ZKLFK� FDQ� EH� DSSOLHG
ZKHUHYHU� WKHUH� LV� D� QHHG� � WR� FKHFN� DQG
GLVWULEXWH� VHOHFWLYH� LQIRUPDWLRQ� RYHU
,QWHUQHW�� :LWK�:HE,GHQWLW\�� D� OHYHO� RI
VHFXULW\� RI� ,QWHUQHW� VHUYLFHV� FDQ� EH
UHDFKHG� ZKLFK� ZDV� XQDWWDLQDEOH� XQWLO
WRGD\�� 7KH� XQDPELJXLW\� RI� XVHU
LGHQWLILFDWLRQ�� KLJK� SURWHFWLRQ� DQG
HQFU\SWLRQ� OHYHOV� RI� WKH� LQIRUPDWLRQ� LQ
WUDQVLW� RYHU� WKH� SXEOLF� QHWZRUN�� WKH
DYDLODEOLW\�RI�VWDQGDUG�LQWHUIDFHV�RQ�HYHU\
SHUVRQDO�FRPSXWHU�DOO�PHDQ�WKDW�LW�FDQ�EH
XVHG�IRU�DQ�HQRUPLW\�RI�VROXWLRQV�
7KH� WUXO\� LQQRYDWLYH� DSSURDFK� RI
:HE,GHQWLW\� OLHV� LQ� LWV� WRWDO� KDUGZDUH
LQGHSHQGHQFH�� :HE,GHQWLW\� GRHV� QRW
UHTXLUH�DQ\�DGGLWLRQDO�KDUGZDUH� �QRW� OLNH
6PDUWFDUGV�IRU�H[DPSOH���DQG�DOVR�PDNHV
XVH� RI� VWDQGDUG� 3&� LQWHUIDFHV� XVHG� E\
SDVW�� SUHVHQW� DQG� IXWXUH� JHQHUDWLRQV� RI

3&V� �:HE,GHQWLW\� LV� DYDLODEOH� ZLWK
SDUDOOHO�DQG�86%�LQWHUIDFHV��
(XWURQ¶V�VROXWLRQ� LV�DYDLODEOH�12:�IRU�DOO
SUDFWLFDO�XVHU�DSSOLFDWLRQV�

á $FFHVV�&RQWURO�WR��:HE�6HUYHU�
á $FFHVV�&RQWURO�WR�LQWUDQHW�RU�931�
á $FFHVV� &RQWURO� WR� :HE�EDVHG

'DWDEDVHV�
á 7LPH� RU� 6XEVFULSWLRQ� EDVHG� $FFHVV

&RQWURO�
á 2Q�OLQH� EDQNLQJ�� %HQHILWV

DGPLQLVWUDWLRQ��DFFRXQW�PDQDJHPHQW
á &RQWUROOHG�'LVWULEXWLRQ�RI�VRIWZDUH�YLD

,QWHUQHW��
á 6DOH�RI�6HUYLFHV�RYHU�,QWHUQHW��
á ,QWHJUD]LRQH� ZLWK� 3.,� DQG� HOHFWURQLF

VLJQDWXUHV�

,Q� DQ\� VLWXDWLRQ�� :HE,GHQWLW\¶V
LQQRYDWLYH� IHDWXUHV� VWDQG� RXW� DERYH� WKH
RWKHUV�

á 6LPSOH�LQWHJUDWLRQ��(XWURQ�SURYLGHV
D� 6RIWZDUH� 'HYHORSPHQW� .LW� �6'.�
ZLWK� WKH� SURGXFW� ZKLFK� SHUPLWV
3DUWQHUV� WR� LQWHJUDWH� :HE,GHQWLW\
UDSLGO\�LQWR�WKHLU�DSSOLFDWLRQ�VRIWZDUH�

á 6HFXULW\��:HE,GHQWLW\�KDQGOHV����
E\WHV� RI� LQWHUQDO� PHPRU\� ZKLFK� LV
SURWHFWHG� E\� D� GRXEOH� DFFHVV� FRGH
DQG� LQ� ZKLFK� WKH� XVHU� LQIRUPDWLRQ� LV
VWRUHG�� 7KH� SDUDPHWHUV� ZKLFK� DUH
QHFHVVDU\� IRU� WKH� GHILQLWLRQ� RI� WKH
WLPH�GHSHQGHQW� HQFU\SWLRQ� NH\� IRU
SURWHFWLQJ� WKH� WUDQVDFWLRQV� DUH
SURWHFWHG�ZLWKLQ�WKH�GHYLFH�

á 5HOLDELOLW\�� :HE,GHQWLW\� LV� WKH
QDWXUDO� HYROXWLRQ� RI� (XWURQ¶V
6PDUW.H\�� WKH� KDUGZDUH� NH\� IRU
VRIWZDUH� SURWHFWLRQ� ZKLFK� KDV� EHHQ
VROG�ZRUOGZLGH�WR�RYHU�D�PLOOLRQ�XVHUV
LQ�WKH�SDVW�WHQ�\HDUV�

á /RZ�FRVW��:HE,GHQWLW\� LV�WKH�PRVW
FRVW� HIIHFWLYH� VROXWLRQ� DYDLODEOH� WRGD\
FRPSDUHG� WR� DQ\� RWKHU� KDUGZDUH
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DXWKHQWLFDWLRQ� GHYLFH� RQ� WKH� PDUNHW
�H�J�6PDUWFDUGV�

á (DV\� WR� XVH�� WKH� XVHU� RQO\� KDV� WR
SOXJ� KLV�:HE,GHQWLW\� LQWR� WKH� 86%
SRUW� RI� KLV� SHUVRQDO� FRPSXWHU� �RU
SLJJ\�EDFNHG� WR� RWKHU� HTXLSPHQW��
WKH� 3OXJ	3OD\� IHDWXUHV� RI� SHULSKHUDOV
ZLWK�86%� LQWHUIDFHV�WRJHWKHU�ZLWK� WKH
IDFW� WKDW� QR� RWKHU� KDUGZDUH� RU
VRIWZDUH� FRPSRQHQWV� DUH� QHHGHG
PDNH�:HE,GHQWLW\�WUXO\�SOXJ�	�SOD\�

á &RPSDFW�� 7KH� :HE,GHQWLW\� WRNHQ
LV� YHU\� PDQDJHDEOH� IRU� WKH� XVHU
WKDQNV�WR�LWV�VL]H��,W�LV�QR�ELJJHU�WKDQ
DQ�HYHU\GD\�KRXVHNH\�

á 7UDQVSRUWDEOH��WKH�UHGXFHG�VL]H�DQG
WKH� WRWDO� KDUGZDUH� LQGHSHQGHQFH
PDNH� LW� WKH� LGHDO� LQVWUXPHQW� IRU
PRELOH�FRPSXWLQJ

á $SSHDOLQJ�� WKH� VL]H� DQG� WKH
DSSHDUDQFH�RI�WKH�SURGXFW�PDNH�LW�DQ
LGHDO� JDGJHW� ZLWK� D� YLHZ� WR� JDLQLQJ
FXVWRPHU�RU�XVHU�ILGHOLW\�

7KH�WHFKQLFLDQV�DQG�VDOHV�VWDII�RI�(XWURQ
DUH� DYDLODEOH� WR� DQVZHU� DQ\� TXHVWLRQV
DERXW�DUHDV�ZKHUH�:HE,GHQWLW\�FDQ�EH
XVHG��)RU�IXUWKHU�LQIRUPDWLRQ��SOHDVH�YLVLW
RXU� :HEVLWH� DW� ZZZ�HXWURQ�FRP�� ZKHUH
\RX� ZLOO� ILQG� QXPHURXV� SUDFWLFDO
LPSOHPHQWDWLRQV�RI�:HE,GHQWLW\�


