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Recommended for small businesses
to mid-size enterprises with up to
1,000 users

WatchGuard® Extensible Content
Security (XCS) appliances defend
business networks against spam and
email-borne threats. Powerful, yet easy
to manage, these appliances combine
multiple email protection capabilities
in one platform for solid email security.

Why buy an XCS solution?
With an XCS email security solution
your business has:

- defense in-depth from email that
contains threats to your network

- comprehensive protection from spam

- total visibility into all inbound email
traffic

- tools and information needed to
demonstrate regulatory compliance

- a cost-effective way to stop unwanted
email at the network perimeter for
optimal bandwidth utilization

"We have experienced
huge cost savings

in addition to a
significantly higher
security standard.”

B6rje Justrel
Director of IT
Riksarkivet

Earth-friendly technology

Datasheet

WatchGuard XCS™ 170, 370, 570

Take the heat off your email servers by blocking spam and email-borne threats

XCS appliances ensure that only safe email traffic enters your network. It's the ideal solution for any
business that’s looking for rock solid anti-spam and email threat protection at an affordable price.

IN-DEPTH PROTECTION

Blocks over 98% of unwanted email at the perimeter with 99.9% accuracy, using industry-leading WatchGuard
ReputationAuthority™ technology.

Examines sender information and content, including images, attachments, and embedded URLs. It
automatically conducts contextual analysis of message traffic for a categorized and weighted score, resulting in
highly intelligent protection.

Quarantines spam and suspect emails, directing unwanted spam to a local quarantine server and allowing end
users to manage their quarantined messages, safe lists, and block lists from an easy-to-use, web-based interface.

VIRUS, SPYWARE, AND MALWARE PROTECTION

Closes the window of vulnerability between when an attack launches and when scanning filter updates are
developed and distributed for zero-hour threat-outbreak protection.

Scans inbound email for malicious content delivered by blended threats for advanced content filtering and
malware prevention.

Blocks file attachments that are known to be harmful from entering your network.

CENTRALIZED MANAGEMENT AND REPORTING

Set It and Forget It Administration allows you to apply a single policy to control traffic so you spend less time
defending your borders and more time focusing on higher business value IT projects.

Eliminates email security gaps and reduces administration efforts by providing a holistic view of what is
entering your network.

Provides one-click administration for customizable reports in varying file formats. Meet audit requirements
with easily exported or locally saved time-, feature-, and group-based reports.

DATA LOSS PREVENTION FOR PRIVACY & COMPLIANCE - available for the XCS 570 model

The WatchGuard XCS 570 model provides even more protection, with the addition of outbound data loss
prevention and an optional email encryption subscription.

Automatically blocks, quarantines, reroutes, sends blind copies, encrypts, or allows messages based on
user-configurable policies using powerful Transparent Remediation capabilities to prevent data leakage.

Pre-Defined Compliance Dictionaries for GLB, HIPAA, PCl and other regulations are customizable, based on
policy requirements for real-time data loss prevention and specific industry regulations.

Seamless Email Encryption, available as an add-on feature for the XCS 570 appliance, secures confidential
messages for delivery to any recipient. Does away with the need for a dedicated server, avoiding the costs
associated with most encryption technology.

Classify types of sensitive data files using data discovery & classification profiling, thereby training the system
on what to look for and the actions to take when such data is discovered in outbound communications.

Apply a single policy across multiple protocols through centralized data loss policy management to protect
data-in-motion from loss and policy violations.
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Which Appliance Is Right for Your Business? Technical Specifications
XCS 170 XCS 370 XCS 570 Chassis/Processor XCS 170 XCS 370 XCS 570
Email Security Email Security Enterprise Email Form 1U Shallow, 1U Shallow, 1U Shallow,
F Suite for up to Suite for up to Security Suite for orm Factor Rack-Mountable Rack-Mountable Rack-Mountable
eatures 500 Users 1,000 users up to 1,000 users Dimensions 17'x16.8" x 14" 1.7'x16.8" x 14" 17" 168" x 14"
Threat Protection
Weight 17 Ibs. 17 Ibs. 17 Ibs.
Anti-Spam ° ° °
CPU Intel Celeron Processor | Intel Celeron Processor | Intel Celeron Processor
Anti-Phishing ° . ° X ) ) ; X h
Power Fixed, 200W, universal Fixed, 200W, universal Fixed, 200W, universal
Anti-Virus/Anti-Malware . . . 100/240V 100/240V 100/240V
Storage
ReputationAuthority ° ° ° " 2GB (2 x 1GB) DDR2 2GB (2 x 1GB) DDR3 4GB (2 x 2GB) DDR3
) emory 667MHz 1066MHz 1066MHz
Threat Outbreak Protection ° ° °
HDD 160 GB SATA, 7.2KRPM | 160 GB SATA, 7.2KRPM 160 GB SATA, 7.2K RPM
Spam Dictionaries ° ° °
Connectivity
Pattern-based Message Flters ° ° ° Ethernet 2 Intel Gigabit Ethernet | 2 Intel Gigabit Ethemnet | 3 Intel Gigabit Ethernet
Message Quarantine ° ° ¢ Serial Port 1RS-232 (DB-9) 1RS-232 (DB-9) 1RS-232 (DB-9)
Inbound Attachment Control . ° ° Temperature
Data Loss Prevention . 32°Fto 113°F/ 32°Fto 113°F/ 32°Fto 113°F/
Operating 0°C 0 45°C 0°C 0 45°C 0°C 0 45°C
Pattern-based Content Rules ° ° ° st -40°F to 158°F / -40°F to 158°F / -40°F to 158°F /
o orage -40°C to 70°C -40°C t0 70°C -40°C to 70°C
Compliance Dictionaries - - ° Relative Humidity
Objectionable-Content Filtering - - ° Operating 10%t0 85% 10%1t0 85% 10%t085%
non-condensing non-condensing non-condensing
Outbound Attachment Control _ _ ° Storage 5% to 95% non- 5% to 95% non- 5% to 95% non-
condensing condensing condensing
Outbound Content & B B o Altitude
Attachment Scanning Operating 0-9,843 ft (3,000 m) 0-9,843 ft (3,000 m) 0-9,843 ft (3,000 m)
Document Fingerprinting and B B o
Data Classification Storage 0-15,000 ft (4,570 m) 0-15,000 ft (4,570 m) 0-15,000 ft (4,570 m)
TLS Encryption [ [ [
Message Level Encryption** - - . XCS 570 Email Security Suite Adds Outbound Protection
Management & Reporting The XCS 570 Enterprise Email Security Suite for mid-sized businesses
Archiving (third party) o o o provides you with inbound and outbound protection from threats
) to your email networks and protects confidential information from
On-box Reporting ° ° [ ) o - .
escaping your organizational email boundaries. Includes message-
Messaging Logs ¢ ¢ ¢ level redundancy to ensure no communication is every lost and email
Customizable Granular Policies o o o security is always up and running.
Customizable Granular Reports ° ° ° The XCS 570 includes enhanced email security, with:
Centralized M t - - ° . .
entralized Managemen = Advanced inbound and outbound content filtering
Redundancy = Compliance dictionaries
Message Redundancy - - ° = Encryption**
Geographical Redundancy - - o = Document fingerprinting and data classification
Queue Replication - - R = Instant-on data Ioss. prevention
= On-demand clustering
On-Demand Clustering - - . = Queue replication
Support and Maintenance
LiveSecurity® Service Standard Standard LiveSecurity Plus* .
y Y Expert Guidance and Support
Every XCS appliance comes with a subscription to LiveSecurity® Service,
a comprehensive support and maintenance program that provides:
For more information on WatchGuard XCS solutions = Hardware warranty with advance hardware replacement
visit www.watchguard.com/xcs. = Technical support with a 4-hour response time
= Software updates
* LiveSecurity Plus increases standard technical support hours & days from 12/5 to 24/7 and is = Threat alerts
available as a purchase upgrade for XCS 170 and 370 models.
**WatchGuard Email Encryption is available as an additional security subscription for XCS 570 1-year, 2-year, and 3-year subscriptions are available.
models and above.
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