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At Data Rover™ we give you state-of-the-art technology to explore 
data territories.

Data Rover™ is your vehicle to help you uncover the junk and 
examine valuable, and probably delicate, data information on your 
planet!

With this knowledge and our expertise you have the power to decide 
and do…
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Data Rover™ is your special vehicle to:

❖ Understand what data you have

❖ Apply intelligent and advanced storage management policies

❖ Control user generated data

❖ Discover and fix insecure file access rules

❖ Prevent data leaks

❖ Enlighten the dark area of your Business Data
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Data Rover™ key user data control features
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❖ Identification of the Dark Data

❖ Customizable Corporate Storage policies, based upon:

➢ duplicate files, header-based

➢ abandoned and orphaned files

➢ older files

➢ prohibited file types, mime/header-based

❖ File screening

❖ Charge-back

❖ End-user self-service area



Data Rover™ key security features
❖ Centralized control of Real Effective Permissions on any managed File System

❖ Centralized control of Users Access grants on any managed File System

❖ Identification of inconsistent or dangerous ACL

❖ Time-shift technology to navigate back to ANY past ACL and file version

❖ Folder and File activities and changes monitoring

❖ Folders and Files “User eyes” explorer based on our intuitive Treeview interface

❖ Full traceability across the time of orphaned and abandoned files
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the Next Generation Infrastructure Software
Data Rover™ ultra-modern technology makes it stand out.

❖No pain no harm. Data Rover™ self-heals, auto-adjusts and tunes himself and 
safeguards File Server resources.

❖Expert tuning, centralized: system administrators will definitely enjoy 
configuring and fine-tuning the agents just within one single web-based central 
console.

❖Forward-compatible: existing data sets are compatible with new features!

❖Automagic system update: no more complex update processes, just give Data 
Rover™ an Internet connection and it will keep himself secure and up-to-date.
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Data Rover™ V5 new features:
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❖ Full integration between former UDC and EP modules

❖ Dark Data and Dark Security dashboards

❖ NetApp®, EMC® and Generic NAS full-scan support (requires at least a Windows® server)

❖ Enhanced Scan scheduler

❖ Advanced DR Update engine

❖ License expiration notification

❖ Up-to-date virtual appliance

Gartner
By 2020, more than 50% of infrastructure and operations (I&O)
organizations will adopt business value dashboards (BVDs), which
will be a significant increase from today’s level of less than 10%.



Data Rover™ completely different
 Data Rover™ is the sole 5th Generation Data Control software

 Data Rover™ literally enlights Knowledge in the Dark

 Data Rover™ is made by real software scientists

 Data Rover™ comes in multiple sizes to perfectly fit the Customer needs

Data Rover™ knowledge + Data Rover™ software + Data Rover™ brand

=
Next Generation Business Data Control
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Data Rover™ V5 Licensing

The new licensing model is structured as cube based on:

★ Functional level

★ Organization Users (number)

★ Managed Storage (TB)

and available on two levels:

★ Foundation license: 100 - 1,900 users and 2 - 24 TB

★ Corporate license: 2,000 - 10,000 users and 25 - 500 TB
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Functional 
level

Storage

Users



Data Rover™ architecture
1. Web-based only console

2. Web-based well-supported technologies behind

3. Secure linux-powered virtual or physical appliance

4. No direct access to the internal appliance components (including database)

5. Multiple and strong volumes encryption

6. Peer-to-peer smart-routing between Data Rover™ nodes (including agents)

7. Super-simple architecture

8. HTTPS-only communications
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1. Compatible Virtual Infrastructure
(see releae notes for full list)

2. 200+ GB for virtual disks (minimum 50 GB)

3. 6+ GB RAM for virtual appliance (minimum 3 GB)

4. SMTP gateway for mail notifications

5. Supported Windows Servers (agents base)

6. HTML5-compatible web browser to access the Data Rover™ console

Data Rover™ requirements
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Data Rover™ Solutions
❖ Single instance, single site

❖ Single instance, multiple sites

❖ Large organizations - multiple peer instances, multiple sites

❖ Large organizations - multiple hierarchical instances, multiple sites
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Functions

Status and 
Info

Current 
user profile

Admin panel Logout

Storage status and 
usage (real time) 

Storage and Security 
trends (statistical)

Software main Functions and the Console 
components. You may click one of the Top 
5 consuming user bar on the top right 
widget.
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Dark Data advanced business dashboard 
map dark data in a very friendly and clear 
interface Dark Data details 

based on categories

Total storage and 
filers overview Ratings. How healthy is 

our storage environment

Dark Data 
evolution in time
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User 
search

Duplicate 
files (point 
to list)

Loaded 
files/folders

Paths and 
path filter

Real effective 
permissions 
(point to list)

Dataset load 
indicator

File type, Size, Owner, 
Attributes and dates

User-based permissions explorer. Data 
loaded from the server are cached and 
available also in case of network or server 
outage.

File/Folder 
name and 
filter
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Groups 
membership 
(calculated)

Info taken 
from Active 
Directory

Data Rover™ incrementally saves AD 
changes, allowing point-in-time queries. 
ACLs and relationships are always re-
calculated for the selected point-in-time. 
You may click the Tree View button.

SID (not used as 
unique user ID)

Point-in-time 
selector

Pre-load ordering 
selector



Click the lens 
to see object 
details
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The Tree View provides the Administrator 
with the end-user Eyes by filtering the 
entire storage view based on active 
privileges (real-time or point-in-time). You 
may click on a File Name in the table.

Explorable files 
and folders tree

Color-codes 
legend

User for which the 
view is filtered



List of users 
and groups 
and related 
memberships
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The File System object view gives an 
immediate and complete view of ALL 
users and groups having access to that 
object. Privileges are the Real Effective 
ones and are calculated for both real-time 
and point-in-time queries.

Real Effective 
Permissions 
calculated for the 
security object

Filter view by 
permission

CSV full export

Filter view by 
type
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While file types and duplicates are 
classified and identified by analyzing the 
content (hash-based), not real access to 
the content (interpretation) is done. Data 
Rover™ has 0-impact on Data Privacy.

LIst of real content-
based duplicate files 
found within the 
whole managed 
storage

Full file or 
folder detais
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Remote agent 
control

Agent real-
time info

De-register 
an Agent

Exit from the 
Admin panel

Agents list

Agent and monitoring 
configuration

Admin 
functions

Through the Admin panel you can 
manage Agents and how they collect 
the information. There are some 
others agent configuration options.
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Changes must be 
manually saved

Users roles mapping 
to Active Directory 
objects

Admin 
functions

Active Directory is used to 
authenticate Data Rover™ users and 
no local user is allowed out of the 
builtin System one.
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Changes must be 
manually saved

Add new domain or DC 
binding configuration

Admin 
functions

Edit the domain binding 
configuration (left area)

Configure periodic AD 
scan time and options

Enable/Disable 
conections

Active Directory is completed cached 
by Data Rover™ by both scheduled 
tasks and automated queries.
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Appliance storage 
status (real time)

Appliance load 
statistics (real time)

Admin 
functions

Server log files 
manual download

The VA sizing is very important to 
avoid storage upgrade operations. It 
will be possible to set a data 
retention period during the VA 
configuration.
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Dark Data definition

Admin 
functions

Active Dark Data 
components 
configuration

Dark Data affects IT costs and a 
Corporate Storage Policy could help 
saving money and reducing risks.


