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Web Content Filtering
What is Web Content Filtering (WCF)?

A classification system for filtered
access to web pages

— Only pages matching the allowed
categories are displayed
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Why Web Content Filtering (WCF)?

Conservation of bandwidth

Less malware from web browser exploit
pages

Less joysurfing during working hours
Legal requirements

Company bad-will if employees surf to
illegal/inappropriate pages

Can block active content

— ActiveX, Flash, Java Applets, Javascript,

VBScript, Cookies etc

Can block advertisements, sites-in-sites,

malware responses etc

Logging of user behaviour (URLs visited)

Save time and money!

CLaOVISTEYX
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Web Content Filtering

Save time and money!

« Saves bandwidth

 Reduces wasted staff time

— 1 hour/day * 50 employees *£€$ 30/hour * 240
days/year = £€$ 360 000/year

Yeb Lontent Filtering installed

Bandwidth

S/ —
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Categorization
 URLs classified by Al system under human
control
— Collect

» Web spider / crawler
Reported unclassified pages from SeGWs

Analyse
Categorise

Edit / Reclassify
Distribute

* Reclassification is possible by authorized users

Compressed and encrypted traffic
Anonymously submitted

Manual review at datacenter
Classification list correction
Distribution to SeGWs in the field

CLaOVISTEYX
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Clavister HTTP ALG

* Filtering in real-time
— Poll CSPN when a non-cached site
discovered

» Locally discovered URLs uploaded
* Updates downloaded

— 2-8 hours from discovery of URL to filtering

— Reclassification can take more time
(manual control)

« Communication with CSPN
— Automatic update and failure handling
— Compressed and encrypted traffic
— Anonymously submitted URLs

CLaOVISTEYX
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HTTP Filtering Policies

» Filtering policies can be applied on
— Users
— Groups
— Networks
— IP-addresses
« Policies based on
— Category settings
— Custom URL settings
+ Whitelist

» Blacklist
» Active Content blocking

— Time of day
« Blocking

— Coaching (warning) page informs user why
page is blocked

— Coaching pages fully customizable (HTML)
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Web Content Filtering
HTTP Filtering Policies

» Classification of web pages
— One site might have several classes
— To allow the site, all classes must be allowed
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Tips for deployment at a site

« First allow all categories, audit the traffic
» Slowly activate one blocked category after
another
— A few days between each
— Don'tirritate all users at once

— Slowly make users understand what's
happening

— Don't overload the admin with huge logs / e-
mail from users
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Custom HTTP Pages

 To create custom HTTP pages, select
SeGW in manager > Properties > Options
Enter HTTP ALG Root Directory.

* Action > Communication > Upload > HTTP
ALG HTML Files

— Will upload the pages to the SeGW

* Inthe ALG, select the subdirectory with the
http pages.

CLaOVISTEYX



| wie

fE SECOTITHY '*_\"f"-?.\;'i.i_'f

PLATFOTR

Web Content F|Iter|ng
HTTP Filtering Problems

Some web pages get distorted by the HTTP ALG

needed for WCF to work
— CorePlus updates
— Contact with web master
PHP-scripts etc for document download get

blocked if they don’t use HTTP protocol on port
80 (HTTP ALG)

Uncategorized pages get blocked until they are
categorized
— Don’t block “unknown” pages or...

— Run in Audit mode long enough to let most of the
pages be categorized

Can'’t click “continue” in small frames linking to
other servers

— Allow override enabled

— Create new HTML coaching pages
Not all user groups can tolerate it

— Home users: “censorship”

CLaOVISTEYX
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Web Content Filtering
Summary

» Policy based filtering of web page access
— Real-time filtering

— ALl plus Human managed categorization
database

— Override possible
— Recategorization possible
— URL categories distributed via CSPN
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How to implement WCF?
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Hands- On Exermse Web Content Filtering

« Objectives

Setup Web Content Filtering and test that it
works according to policies

« What to do

Decide filtering policies

Setup HTTP_ALG according to the filtering
policies

Service using the HTTP_ALG

Rules using the Service

Verify that the filtering works according to the
policies

 What you should know afterwards

How to set up WCF

CLaOVISTEYX
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Hands-On Exercise: Web Content Filtering
Installing Web Content Filtering

* Overview
— Create an ALG with the desired policies
— Create a Service using the ALG
— Create a Rule using the Service
— Test the settings by surfing
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Hands- On Exermse Web Content Filtering
ALG > HTTP Application Layer Gateway

 About ALGs
— HTML > Properties |

Active Content Handling | Dynaric Content Fitering | URL Whitelist| URL Blackiit

« Active Content Handling tab o
— HTML Directory T Dvctoy: | |

The HTHL Directomy iz uzed in order to customize the pages, which

b C UStom ized H TM L pages @ are presented to the user if thiz ALG blocks content. Leave this blank

i order ta use the default pages. The HTML ract directony is
_ Stri p specified in the Secunty Gateway properties options tab.

Active Content Handling

¢ ACtlveX O b-l eCtS Lhe followinﬁ ?]ctiar;"stillhl_Jelperformed on all URLs that
o not match the whitelist:
J ava Ap p I etS . [~ Stip Activex obiects [including Flash)
® J ava SC” t/VB SC” t [ Ship Java applets
P P

B I O C k [ Ship JavazcriptYB S cript
[ Block Conkies
® COOkIeS " Block Invalid Formatted UTF-8 Characters

 Invalidly formatted UTF-8 characters
 Some web pages may cease to work

when blocking / stripping Active
Content

QK I Caticel Apply
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Hands-On Exercise: Web Content Filtering

ALG > HTTP Application Layer Gateway
x

¢ DynamIC Content Fllterlng tab Active Content Handling  D'pnamic Content Filtering |LIF|LWhiteIist| URL Blacklist |
— 31 standard categories Mode: [Enabled 3]
° : — Cateqoried Dizabled | Dizable Content Filtering
AUd|t aBT::Ii: Audit  Allow [only log] disallowed URLs t
ategories
° BlOCk Adult Content Husiness Oriented ;I
. Advertizing ComputingIT
— Chat R Educational
Ove rrld € I:Iuell:us acrl'uccllmSScucieties Se:?cahlusr;tzs
. . . Crime/T errori
- Gives user option to continue DaiigStes 5 |
L . Drugsélcohal
— E-Banki
Reclassification S |
. . Gambli
« Option to send suggestion of new Gaming
. . G t Blocking List
classification HealhStes
e =l [
— Content Filkering Options
[T allow Dveride
v fllow Reclazsification

(]9 I Cancel Apply
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Hands-On Exercise: Web Content Filtering

ALG > HTTP Application Layer Gateway

« Static Content Filtering
URL White/Blacklist tabs

— URL Whitelist
+ Always allowed
 www.clavister.com/*

» *.site.com fooled by this:
www.badpage.com?.site.com

— URL Blacklist
» Forbidden site(s)

« * = all are forbidded, except those
whitelisted

HTTP Application Layer Gateway x

Active Content Handling I Dynamic Content Filtering  URL %hitelist I LIRL Blacklist I

URL whitelist entries can match complete sites, file tppes by extension or LRLs with
certain words in them. Mo content filtering iz performed on whitelisted entrigs, i.e. no
active content stipping, blacklist lookups, etc.

Blank linez are ignored. Lines beginning with "% are alzo ignored.

4 [ |
# Example for allowing all access to & whole site:

#

# example.coms™

# * example.com!™

#

# Mote the tralling #lazh and double wariations to allow full

# access to example.com” as well az ", example. com'

# without false positives.

# Examples with [uzually] undesirable behavior:

HHH

# "ewample.com™" matches e.q.
# "wembadexample. coms™'.

# "edample.com™ matches e.q.

# "example.com.myredirector. et
#

QK I Cancel | Lpply |
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Hands-On Exercise: Web Content Filtering
Web Content Filtering

e Create an HTTP ALG

— Local Objects > Application Layer
Gateways
 Name: HTTP ALG

 Type: HTTP

» Parameters > Dynamic Content Filtering:

— Enabled

— Add Allowed Categories:
» Business oriented
» Search sites
» Educational

» Advertising

CLaOVISTEYX
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Hands-On Exercise: Web Content Filtering
Web Content Filtering

* Create a Service using the HTTP ALG

— Local Objects > Services
 Name: HTTP Business
 Type: TCP
« ALG: HTTP_ALG (created above)
« > TCP/UDP Parameters > Destination port: 80

CLaOVISTEYX
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Hands-On Exercise: Web Content Filtering

Rules

« Create a NAT rule using the

service created
- LAN HTTP Out NAT lan lannet
wan all-nets HTTP Business

 Now it should filter web access for
users at the lannet!

Mg7 : Rule Properties - 16 (LAN_HTTP_0Ouk)

Rule |Sewice| Schedulel Log Settingsl Address Tlanslationl

A 1ule itemn zpecifies what action to perform oh netwark: traffic that matches the
zpecified filker criteria,

General
Mame: ) Cut
Action; I MAT j

Address Filter

Drestination

Source

Interface: I lan j _I I wan j _I
Metwork: I lannet j _I s IQ all-rets j _I

LComments

ll il (0] I Cancel Apply
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Hands-On Exermse Web Content Filtering

* Try by surfing to a few random
sites:

— http://www.google.com

* Allowed
— Search sites (+ Educational?)

— http://www.cnn.com

* Blocked
— News
— http://lwww.slashdot.org
* Blocked
— News, Entertainment, Sports,
Computing/IT

¥} Access Denied - Mozilla Firefox I i o ] |

File Edit Miew Go Bookmarks Tools Help

- - @ @ Iu http:,l',l'www.slashdot.org,l'j DO co I@.

Forbidden:

Access to the location: http://www.slashdot.org/

has been denied for the following reason:
The URL is forbidden.

Classification:

- News

- Entertainment
- Sports

- Computing /IT

Allowed categories:
- Search sites

- Business oriented
- Educational

- Advertising

Done 4
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Hands- On Exermse Web Content Filtering
Hints and tips

Verify that the Security Gateway has access to
the global network with HTTP, ICMP Ping, DNS
and TCP:9998

Create the ALG, the Service and the Rules
White lists and Black lists can be utilized

All classifications a page has must be allowed
before it is allowed

Allow Reclassification and Allow Override can be
used in some scenarios

Audit mode can be used during a trial period at a
customer site

— Logs will show user behavior

— Pages have time to be categorized
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